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Preface:

The Deanship of Development and Quality at Qassim University has adopted, as part of its
supporting tasks, the facilitation of quality assurance procedures and processes derived
from the Institutional Quality Guide and Quality Management System (QMS). This system
was developed according to structured and clear mechanisms that outline the standards and

practices of quality assurance.

In alignment with this framework, and recognizingttiquality is a shared and integrative
responsibility, théviaster of Cyber Securityrogrand offered by the College of Computer

at Qassim University presents its Program Quality Management System Manual
(PQMS). This manual serves as ancise and comprehensive reference to ensure the
achievement of the programdés mission and
management across all program operations, guiding faculty members in understanding
their roles, tasks, and responsibégj and facilitating the effective implementation of the

guality cycle's stages.
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1.INTRODUCTION

Quality assurance is an integrated system of interconnected elements designed to
implement and uphold various standards, providing a modern administrative framework
for enhancing the performance of academiogpams. This framework emphasizes the
continuous development of student competencies, ensuring that graduates are well
prepared to seamlessly integrate into the workforce. It equips students with the adaptability
to thrive in both academicesearctand prdessional environments, ultimately achieving

satisfaction among stakeholders across public and private sectors.

The evaluation and enhancement of program quality are grounded in internationally and
locally recognized best practices and standards. Thes#astis are consolidated into a
comprehensive Quality Manual, which outlines the policies, regulations, systems,
procedures, and operational guidelines for the program. Regular application, refinement,
and measurement of these standards ensure the comstimiprovement of educational
guality, leading to higiperforming graduates and impactful academic research that meet

stakeholder expectations.

This manual serves as a definitive guide to the standards and procedures for quality
assurance and developmentthin the Master of Cyber Securityin Information
TechnologyProgram at the College of Computer, Qassim University. It provides a clear
framework for documenting required evidence, defining the roles and responsibilities of
the program and its committeeshel manual is fully aligned with the standards of the
Education and Training Evaluation Commission (ETEC) and incorporates supplementary
templates and models provided by the Deanship of Development and Quality at Qassim

University.
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By adhering to this robtiquality assurance system, tMaster of Cyber Securitin
Information Technologyrogram ensures that its operations are consistently effective, its
graduates are highly skilled and competitive, and its academic contributions are impactful

and aligned vth national and international benchmarks.

2. QUALITY FRAMEWORK

The quality assurance framework for Master of Cyber SecuritMSC) in Information
TechnologyProgram at the College of Computer, Qassim University, is built upon the
institutional standardsstablished by the universitya The Deanship of Development and
Quality. These standards are in alignment with the quality criteria set by the National
Center for Academic Accreditation and Evaluation (NCAAA). This alignment serves two
key purposes: fst, the comprehensiveness of these standards, which encompass all
components of colleges within the university; and second, their relevance to the local
context of higher education in the Kingdom of Saudi Arabia.

Furthermore, the quality framework for thegram integrates the standards and objectives
defined by th&Qassim University and theollege of Computer. These standards guide the
implementation of the college's approved quality system, ensuring that various activities
and operations within the pragn are aligned with institutional goals and practices. This
comprehensive approach ensures consistency, relevance, and adherence to both local and

national quality benchmarks.
3. OBJECTIVES OF THE QUALITY ASSURANCE SYSTEM

1. Ensure clarity and transparendytlae program level.

2. Provide clear and accurate information to stakeholders about the program's
objectives.

3. Promote a culture of quality within the program through meetings, events, printed

materials, and electronic communications.
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4. Continuously develop thprogram to align with labor market and societal needs,
adhering to national and international quality standards.

5. Update the program content, including courses and textbooks, to align with
technological and scientific advancements.

6. Improve student learningutcomes to meet targeted quality indicators.

7. Strengthen the role of scientific research to serve academic, economic, and social
realities.

8. Monitor the extent to which students benefit from support services and academic
advising based on performance iratmrs and targets.

9. Continuously improve and ensure the quality of all program activities and
operations.

10. Prepare the program for achieving national accreditation by the National Center for
Academic Accreditation and Evaluation (NCAAA).

11.Regularly updatether ogr amdés i nformation databas
to facilitate continuous monitoring of program performance.

12.Enhance the activities of committees related to quality assurance within the
program to improve performance in accordance with thedatds established by
the NCAAA.

4. THE PROGRAM STRATEGIC PLAN

4.1.UNIVERSITY MISSION

Providing educational, professional, research, and consultancy services that support
sustainable national development and enhancess#i€iency. This is achieved withian
inspiring, wellregulated environment that promotes innovation, technology, and

partnerships.

4.2. COLLEGE MISSION
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Providing exceptional educational, scientific, and professional services based on the latest
advancements in the field of computing. Tgregram aims to prepare highly qualified
scientific and technical professionals equipped to work and compete in various computing
fields and pursue advanced studies. It also contributes to sustainable development through
a dynamic, inspiring environmenhdt fosters research, innovation, and national and

international collaboration.
4.3. PROGRAM MISSION

Providing educational, research, and professional servicEyhber Securityto prepare
competitive talents and contribute to enhancing scientific resaattiustainable national
development; within a dynamic, inspiring environment that fosters research, innovation,

and partnerships.

4.4, ALIGNMENT OF THE PROGRAM'SMISSION WITH THE UNIVERSITY 'S

M ISSION

University Mission

Description Providing Research Enhanced Inspiring Activating

Educationa and Sustainable and Innovation,
| Services  Consultanc National Regulated  Technology,
y Services  Developmen Environmen and
Progra t t Partnership
s
m
Providing
\Y/ISSSIle]g M Educational
Services
Providing
Research
and

10
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Professional

Services

Enhancing
Sustainable

Development

Dynamic
and
Inspiring
Environmen
t

fosters
research,
innovation,
and
partnerships

Description

Progra
m

Mission

Providing

Educational
Services
Providing

Research and

Providing
Education
al
Services

Col | Migsiend

Providing
Research
and
Professiona
| Services

Preparing
scientific and
technical
cadres with
high
qualifications
, equipping
them for
work and
competition.

B,

Contributin
gto
Sustainable
Developmen
t

A dynamic,
inspiring,
and
engaging
environment

ENT OF THE PROGRAM'SMISSION WITH THE COLLEGE'S

Engaged in
research,
innovation,
and
partnership

11
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Professional
Services

Preparing
competitive
professionals

Contributing
to
Sustinable
Development

A dynamic
and inspiring
environment.

fosters
research,
innovation,
and
partnerships.

AM GOALS AND ALIGNMENT WITH THE PROGRAM s M ISSION
re the quality of education in the program.
the merigompetitiveness and professionalism of students.
ort and encourage scientific and applied research and innovation to promote
le development.
ncing local partnership witbsearch laboratmsandtechnology companies.

No Strategic Goal Tex Mission Component Related to thg
Goal

Ensure the quality of education in the program. Providing educational, research, and professic
services irCyber security

2 Raise the merit, competitiveness and professionalisi Preparingcompeitive talents and contribute t
students. enhancing scientific research and sustaine
national development

3 Support and encourage scientific and applied rese A dynamic, inspiring environment activated fi
and innovation to promote sustainable development. research and innovation.

4 Enhancing local partnership with research laborato A dynamic, inspiringenvironment that foster
and technology companies. research, innovation, and partnerships

12

ame




slaicl o
NCAAA Engineering (
Accreditation J(lsslm /
ABET Commission nive l‘.ll’l] /« _{\—‘Rﬁ

College of Computer | w—wl s Jld 4 15

4.7. GRADUATE ATTRIBUTES

Codes Attributes Domain

A graduate with broad and comprehensive knowledge
understanding in the field @yber Security

=
=

Knowledge & Understanding

[EEN
N

A graduate possessing the necessary skills for effe
communication (verbal and written), collaboration, &
informationsharing in the field o€yber Security

2.1

A graduate capable of analyzing and solving problems Skills
presenting creative ideas in the field@fber Security

A graduate with scientific and technical skills in the fi¢
of Cyber Security

N
w

A graduate capable of working in and leading a te
making appropriate decisions in the field Giyber
Security

w
=

(V) (V)

Values

A graduate who demonstrates professional integrity
respects work ethics in the field Gfber Security

IN

.8.PROGRAM LEARNING OUTCOMES (PLOYS)

Knowledge andunderstanding

K1 Explain the cyber security theories and fundamentals of software development to describe computing based :

K2 Identify software development principles and research methodologiesdsigh, evaluate, and improw
Cybersecuitytions, integrating contemporary advancements and security considerations

SIS

S1 Communicate effectively in a variety of professional contexts.

S2 Analyze complex problems and apply principles of cybecurity and other information technolog;
disciplines to identify solutions.

ame
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Design, implement and evaluate a computibgised solution to meet a specific set of computii
requirements in the context of Cyber security major.

Possesses the skillso teffectively use modern technical and digital applications and informat
technology to form knowledge and innovative digital solutions to meet different needs in the fiel
Cyber security.

Values, Autonomy, and Responsibility

Work effectively as team member or leader involved in activities appropriate to the Cyber Securi
major.

Recognize professional responsibilities and make informed judgments in computing practice based

and ethical principles.

5. ORGANIZATIONAL STRUCT URE OF THE PROGRAM QUALITY

MANAGEMENT SYSTEM .

The structure of th®laster of Cyber Security Information Technologprogram quality
management system is organized into two levels, focusing on both the euitkegand

programspecific dimensions.
5.1.COLLEGE LEV EL STRUCTURE AND ORGANIZATION

At the college level, as depicted in Figute the system encompasses several key
administrative and operational units and committees to ensure comprehensive quality

assurance and management.

14
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College Dean College Council
y y
Advisory Council
Students Advisory
Council

College Vice Dean for
Students Affairs y

Q
o
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=
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R
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3
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2
o
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=
=3

College Vice Dean for
Female Section

© Alumni Unit

FIGURE 1: ORGANIZATIONAL STRUC TURE OF THE PROGRAM QUALITY MANAGEMENT
SYSTEM- COLLEGE LEVE L

At the top, theCollege Deanleads the overall management of quality and academic
activities, supported by thieollege Vice Dean for Educational Affairs theCollege Vice

Dean for Student Affairs, and theCollege Vice Dean for the Female Sectigreach
overseeing distinct operational domains to ensure alignment and consistency across male
and female sections. Th€ollege Counci| the Advisory Council, and theStudent
Advisory Council further provide governance, strategic guidance, and feedback
mechanisms to enhance decisiaaking and stakeholder engagement.

Key committees and units linked directly to quality assurance includeQtradity
Assurance Unit for Academic Programs responsible for monitorgn and improving
program quality. This unit works closely with other operational entities lik&timeeys
and KPIs Unit, which gathers data for continuous improvementAb@demic Advising
Unit, focusing on student support; and t8eientific Research U, which fosters
research activities aligned with the program's goals. Additional units, such as the

15
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Community Services Unit Training Field Unit, and Alumni Unit, ensure that the

program maintains strong ties with the community, industry, and graduates.

The Quality of Teaching and Learning Managementbranch ensures the continuous

improvement of educational delivery. It is supported by various committees:

TheClassrooms and Labs Committe®versees the infrastructure and technical facilities

necessary for &ctive teaching.

The Study Plans Committee ensures the alignment of course content with program

objectives and industry needs.

The Verification Committee reviews and validates academic materials and assessment

methods.
The Exams Committeemanages the inggity and organization of examinations.

The E-Learning Unit facilitates the integration of digital tools and platforms into the

learning process.

Together, these components form a robust quality management framework, ensuring that
the Master of Cyber Secity in Information Technologyrogram adheres to national and
international standards while addressing the needs of its diverse stakeholders.

The second level of thelaster of Cyber Securitin Information TEchnologyprogram
Quality Management System isganized at the Department level and is structured to
ensure alignment with the College and University quality assurance systems. The
organization, as depicted in Figuzehighlights the roles and responsibilities of various

committees and units that cabuite to maintaining and enhancing program quality.

16
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Department
Academic Department ep .
\ Council
— N 4

FIGURE 2: ORGANIZATIONAL STR UCTURE OF THE PROGRAM QUALITY MANAGEMENT
SYSTEM- DEPARTMENT L EVEL

5.2.DEPARTMENTAL STRUCTURE AND COMMITTEES :

At the heart of the Departmental Quality Management Systene Academic Program
Committee, which oversees and manages the academic program to ensure that it adheres
to quality standards and aligns with the mission and goals of the program. This committee

acts as a central body to coordinate quaktated effortsaacross the department.

The Program Advisory Committee plays a crucial role in guiding the program
development process. It involves a selected group of stakeholders, including
representatives from the labor market, quality assurance experts, and extegnampr
evaluators. This committee provides critical input on labor market requirements and

ensures external program evaluations meet international and national standards.

The PLOs Measurement and Assessment Committeensures the effectiveness of the

assessent process at both course and program levels. It monitors the alignment of

17
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assessments with program learning outcomes (PLOs) and guarantees that evaluation

methods accurately reflect student learning and performance.

The Examination and Evaluation Committee ensures the validity and reliability of
exams and assessments. It reviews and verifies the correctness of exams and undertakes an
analysis of student results to identify areas for improvement in the learning and assessment

processes.

The Main Committee for Standards of Program Quality Assuranceis tasked with
ensuring the correct implementation of quality practices as per the Qassim University
Quality Management System (QMS) and the Program QMS manuals. This committee also

oversees the academic accrehtaprocess, working through five subcommittees:
1. Program Management and Quality Assurance Subcommittee
2. Teaching and Learning Subcommittee
3. Students Subcommittee
4. Faculty Subcommittee
5. Learning Resources, Facilities, and Equipment Subcommittee
- Surveys and KPIs Committee

TheSurveys and KPIs Committeds a pivotal part of the progratavel quality assurance

system. It measures the program's performance through approved surveys and key
performance indicators (KPIs). This committee is responsible for dfifiorms required

by the Deanship of Development and Quality and maintaining consistency with the
Collegel e v el uni t . Notably, the head of this <co
Surveys and KPIs Unit to ensure seamless coordination and aligieeveen the

program and Collegkevel practices.

- Integration with College-Level Quality Management

18
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The structure is designed to foster collaboration between the department and-leeege
quality assurance units. By ensuring that key committee menaltsysparticipate in
Collegelevel units, the program aligns its quality management efforts with broader
institutional goals. This integration guarantees a unified approach to quality assurance,
fulfilling the accreditation and performance requirement®getational and international

standards.
6. QUALITY ASSURANCEMETHODOLOGY

The committees, particularly those attached to Quality Assurance, adopt a Total Quality
Management (TQM) approach to ensure the quality of all activities, guaranteeing the
achievemat of the programdébs mission and objecti
all stakeholders. This methodology integrates all progelated committees into the
guality monitoring and continuous improvement processes. It is implemented across all
activities through the active participation and collaboration of these committees, adhering
to specified timelines and wellefined responsibilities to ensure inclusiveness and

sustainability in achieving continuous improvements (Figure 1).

19
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The flowchart of the quality
process in the program and
the forms/ templates used in
this stage.

The program forms including /|
NCAAA forms such as: OP
plan report, Self study report, \
Actions plan. \

The program forms including
NCAAA forms such as:
Program and courses
specifications, Course rubrics,
Surveys and KPls.

The program forms including
NCAAA forms such as:
Program and Courses reports,
PLOs Measurement, Surveys

Report and KPIs Re;mrt. ,}

FIGURE 3: QUALITY CYCLE

In thePlanning Phase (Plan)the program outlines the essential features of each activity

in alignment with its mission and strategic objectives. At this stage, the program establishes
various planning forms, including NCAAA forms, to create stitedl plans such as the
PLOs Assessment Plan, Scientific Research Plan, Community Service Plan, Faculty
Training Plan, and the Operational Plan with its related KPIs. The involvement of all
relevant stakeholders ensures that these plans are comprehdfesitigely aligned with

the programbébs goals, and meet institutional

The Implementation Phase (Do)focuses on executing all the activities planned in the
previous phase. This includes the preparation and implementation of Program and Course
Specifications, distributing surveys to stakeholders such as students, faculty, alumni, and
employers, and carrying out all established plans with the cooperation of relevant program
committees. This phase ensures the systematic execution of plans, fosieieg

engagement from all parties involved.

20




slaicl o
NCAAA Engineering (
Accreditation 1)( ssim /

ABET Commission III\(I"SII'IJ _/«
College of Computer | u_mu | & s

In the Review Phase (Check)the program undertakes a detailed evaluation of all
activities. This involves the documentation, collection, and analysis of data to measure
outcomes against the defined goals, ganance indicators, and periodic review tools.
During this phase, all review forms, including NCAAA forms, are completed. These forms
include Program and Course Reports, Survey Reports, KPI Reports, and PLO
Measurement Reports. The findings are compiléal goamprehensive reports that identify

strengths, areas for improvement, and actionable recommendations.

Thelmprovement Phase (Act)ensures that the recommendations from the review phase

are implemented effectively, thereby closing the quality loop aht@ag continuous

development. At this stage, all necessary improvement forms, including NCAAA forms,

are completed. These include the Operational Plan ReporStely Report (SSR), and

Action Plan for the next cycle. This phase ensures thatthe ptrédga act i vi ti es r
aligned with its mission, me et stakehol der s

national and international quality standards.

6.1.SURVEYS AND KPIs COMMITTEE (PROGRAM LEVEL) QUALITY

CYCLE

The Surveys and KPIs Committee at thegpam level operates within a structured quality
cycle to ensure systematic evaluation and continuous improvement. The quality cycle
begins with thd’lan Phase developed in coordination with the Quality Assurance Unit at
the college level. During this plgsthe committee creates its executive plan, aligning it
with the unit's objectives and adhering to the unified guidelines and main surveys set forth
by the Deanship of Quality and Development. These surveys and key performance
indicators (KPIs), standamkd across the university, form the foundation for data

collection and analysis, detailed in Section 9.

21
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College level Program level

Create the Unit ¢ > Create the Committee “
executive plan executive plan
Distribute Surveys over Decide Internal and
stakeholders external Benchmarks

Discuss and approve
development actions in Motlvate Stakeholders
a program committee to participate
Follow up on data Acquire Internal and
EED—

Extract
recnmmendatlnns and : Collect Actual
development actions Benchmark data
\

. 4 )

—

meeting

FIGURE 4: SURVEYS AND KPIS COMMITTEE QUA LITY CYCLE

The Do Phasefocuses on the implementation of planned activities, including distributing
surveys testakeholders, defining internal and external benchmarks, motivating stakeholder
participation, and collecting actual benchmark data. The committee ensures effective
follow-up on data collection to guarantee comprehensive participation anduagty

dat.

In the Check Phase the committee calculates the program KPIs and compiles survey
results, analyzing these to identify strengths and areas for improvement. This thorough

analysis serves as a basis for decisraking.

Finally, in the Act Phase the comnitee extracts actionable recommendations and
proposes development initiatives. These are discussed and approved during program
committee meetings to ensure alignment with program goals and objectives. The cycle is
iterative and promotes continuous impraent, ensuring the program maintains its quality
standards while addressing stakeholder needs.

22
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6.2.PLOS MEASUREMENT AND ASSESSMENT COMMITTEE Q UALITY

CYCLE

The PLOs Measurement and Assessment Committeeperates through a structured
quality cycle aimed atresuring the effective evaluation and continuous improvement of
Program Learning Outcomes (PLOs). The cycle begins witliPllue Phase where the
committee develops or updates the outcomes assessment plan in alignment with the
program's objectives and bemcairks. This phase involves selecting courses, deciding on
assessment levels and targets, and determining the methodologies for both direct and

indirect assessments.

Create the Committee “
executive plan \

Discuss and approve Outcomes assessment
Plan

Select Courses anc
decide levels and

development actions in

. target
a program committee Direct
meeting Assessments
Acquire results from
Exit Exams

e

Follow up on data
collection

Extract
recommendations and
create PLO
development

Co l alts
liullieds from the aligned items
Assessments
from Surveys

N
Sy Ry

—

FIGURE 5: PLOS MEASUREMENT AND ASSESSMENT COMMITTEE QUALITY CYCLE

In the Do Phase the canmittee implements the assessment plan by conducting direct
assessments through course evaluations, acquiring results from exit exams, and collecting
aligned survey data for indirect assessments. These activities ensure a comprehensive

collection of datad evaluate PLO attainment.
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The Check Phasegfocuses on analyzing the results of these assessments. The committee
calculates the overall PLO achievement and evaluates graduates' attributes based on the
collected data. This analysis identifies the progratresigths and highlights areas needing

improvement.

Finally, during theAct Phase the committee extracts actionable recommendations and
formulates PLO development plans. These recommendations are discussed and approved
during program committee meetingsatasure their alignment with the program's strategic
goals. This iterative cycle ensures the sustainability of quality improvements and the

achievement of program outcomes.

6.3.MAIN COMMITTEE FOR ST ANDARDS OF PROGRAM QUALITY

ASSURANCE QUALITY CY CLE

TheMain Committee for Standards of Program Quality Assuranceoperates through a
structured quality cycle to ensure adherence to the program'’s quality management system

and its alignment with institutional and accreditation standards.
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Create the Committee executive
ClLi \

Coordinate the communication
between standards
subcommittees

2 | —

Monitor tasks execution of
Discuss recommendations in a standards subcommittees
program committee meeting

Include approved actions in the
next year development plans

—

FIGURE 6: MAIN COMMI TTEE FOR STANDARDS OF PROGRAM QUALITY ASSURANC E QUALITY
CYCLE

1. Plan Phase
o The committee begins its annual cycle by formulatingeeecutive plan

This plan outlines the objectives and tasks for the academic year, ensuring

they align with the program's goals aamtreditation requirements.

o This plan serves as a roadmap for coordinating actions among the
committee and its subcommittees, ensuring consistency and focus on key

guality benchmarks.
2. Do Phase

o Coordination: The committee facilitates communication andatodiration
between its various subcommittees, ensuring all teams work towards shared
guality goals.
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o Monitoring: Regular oversight is conducted to ensure the effective
execution of tasks assigned to the subcommittees, ensuring alignment with

the establishedtandards and objectives.
3. Check Phase

o The committee performs a thorough review of all submitted documents and

outputs from the subcommittees.

o During this phase, the committee ensures that all documentation is
consistent with theProgram Quality Management System (PQMS)

guidelines and adheres to institutional and national accreditation standards.
4. Act Phase

o The committee discusses the findings and recommendations from the
review phase in program committee meetings, fostering collective decision

making.

o Approved recommendations and identified areas for improvement are
integrated into thaext year's development plansensuring continuous
enhancement and alignment with quality standards.

6.4.PROGRAM ADVISORY COMM ITTEE QUALITY CYCLE

The Program Advisory Committee plays a vital role in supporting the development and
continuous improvement of the academic program by engaging key stakeholders and
ensuring alignment with labor market demands and accreditation standards. The
committee's quality cycle, as illusteat in the diagram, follows a structured process that

ensures the program remains relevant and effective.
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Apply approved
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Modify documents until
approved

FIGURE 7: PROGRAM AD VISORY COMMITTEE QUA LITY CYCLE

Record Committee
feedback

Prepa quired
document based on
sedback

Organize meeting
according to plan

oot
=

1. Plan Phase

o The cycle begins with the creation of t®mmittee Executive Plan
which outlines thgoals, agenda, and strategies for the academic year.

o The committee prepares for meetings by developingrtbeting agenda
and collectingrequired documentsto facilitate productive and focused

discussions.
2. Do Phase

o The committee organizes its meetingcading to the plan, fostering

collaboration among stakeholders and committee members.

o During these meetingscommittee feedback is recorded and any
necessarydocuments are prepared based on the discussions and
stakeholder inputs.

3. Check Phase
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.. .
o The commitee reviews and evaluates the proposed recommendations and

improvements to ensure they align with institutional goals, labor market

requirements, and accreditation standards.

o The recommendations are checkeddoo nsi st ency with the
flowchart and institutional quality assurance frameworks to guarantee

compliance and effectiveness.
4. Act Phase

o Modifications are applied to the program documents or processes based on
the committeeds feedback, ensuring al

standards.

o Approved modifications are incorporated into the program, with updates
includedinthenext year 6 s d dovmaihtarptmeemndgramis| an s

alignment with institutional and stakeholder goals.

6.5. EXAMINATION AND EVALU ATION COMMITTEE QUAL ITY CYCLE

The Examination and Evaluation Committee Quality Cycle ensures the integrity,
validity, and continuous improvement of the assessment process within the academic
program. This cycle is designed to monitor and enhance the effectiveness of examinations

and related evaation mechanismss illustrated in the diagram:
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create the development P———
plan -
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FIGURE 8: EXAMINATIO N AND EVALUATION COM MITTEE QUALITY CYCLE
1. Plan Phase
o Create the Committee Executive Plan
The committee begins by formulating its executive plan, which outlines
objectives, timelinesand responsibilities for managing examinations and
evaluations.
o Develop the Exam Review Plan
A detailed plan for reviewing exams is created to ensure that all assessment
tools align with the intended learning outcomes and maintain academic
rigor.
2. Do Phase

o Apply the Exam Review Mechanism
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The committee implements predefined mechanisms to evaluate the quality

and validity of the exams and ensure they meet the required standards.
o Ensure the Validity of the Examination Process

The validity of the entire examation process is assessed to ensure that it

aligns with the program's quality standards and objectives.
o Ensure the Implementation of Development Actions

Any development actions identified in previous cycles are implemented as

part of continuous improvemeefforts.
o Collect Exam Results
The committee gathers and consolidates exam results for further analysis.

3. Check Phase

o Analyze Course Results

The collected exam results are thoroughly analyzed to identify strengths,

weaknesses, and areas for improvement.
o Recognize Strengths and Identify Areas for Improvements

The analysis helps the committee recognize -petforming areas and
identify specific aspects that require development to enhance the

assessment process.

4. Act Phase
o Discuss Recommendations and Devmiment Actions in a Committee

Meeting:

Based on the analysis, the committee discusses potential recommendations

and development actions in their scheduled meetings.

o Extract Recommendations and Create the Development Plan
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Recommendations are formalized,daa detailed development plan is

created to implement the necessary improvements in the next cycle.
6.6. ACADEMIC PROGRAM COMM ITTEE QUALITY CYCLE

The Academic Program Committee Quality Cycleensures the proper implementation,
evaluation, and continuous ddgpment of the program's operational and academic

activities. The following steps outline the quality cycle based on the diagram:

Create the Committee Create program
i > tional pl
executive plan \ operational plan

Discuss and assign
improvement actions to
related committees

Follow up the execution of the
operation plan and the
performance of the Quality
Committees

Create Achievement
Operational plan Report
and development plan

FIGURE 9: ACADEMIC P ROGRAM COMMITTEE QUA LITY CYCLE

1. Plan Phase

o Create the Committee Executive Plan
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.. .
The committee formulateits operational strategy, defining objectives,

responsibilities, and timelines to guide its activities throughout the

academic year.
o Create the Program Operational Plan

The operational plan for the program is developed to align with the strategic
goals ad address specific tasks for all progregtated activities, ensuring

collaboration with other quality committees.

2. Do Phase

o Follow Up the Execution of the Operational Plan and the Performance

of the Quality Committees

The committee oversees the implenagioin of the operational plan to

ensure all scheduled activities and tasks are executed effectively.

The performance of various quality committees within the program is

monitored to ensure adherence to established plans and objectives.
3. Check Phase

o Review Quality Committee Report and Course Report:
The committee evaluates data from the Quality Committee report and
course reports. The analysis focuses on identifying strengths and
recognizing areas requiring improvement in both academic and operational

domains
4. Act Phase
o Discuss and Assign Improvement Actions to Related Committees

The committee convenes to discuss the analysis results and assigns specific

development actions to relevant committees for implementation.

32




slaicl N
NCAAA Engineering (
Accreditation ];)(l\\llll / /
ABET Commission Ill\( ISII'IJ /« Mﬁ

CDHegE of Computer | w—wla Jld 4 15

o Create Achievement Operational Plan Reporand Development Plan

Based on the findings and recommendations, the committee compiles an
achievement report detailing the progress and prepares a development plan

to address identified areas of improvement.
6.7. THE SUPPORTING COMMIT TEEGS QUALITY CYCLE

In addition to the 10 committees and subcommittees dedicated to Quality Assurance, the
Master of Cyber Securityrogram includes 14 Supporting Committees and Coordinators.
These committees and coordinators are integr
with the units and committees of the College. Below is the list of Supporting Committees
and Coordinators, along with their roles and responsibilities:

1. Scientific Committee: Responsible for overseeing and enhancing the scientific and
academic quality of therogram, including curriculum updates and research
alignment.

2. Scientific Research Committee Focuses on promoting and facilitating research
activities within the program, including funding opportunities and collaborative
projects.

3. Training and Scholarship Committee: Handles matters related to faculty
development, such as training programs and scholarship opportunities, ensuring
continuous professional growth.

4. Transfer and Visitation Committee: Manages student transfers between
programs or institutions andversees visitation requests to support academic
mobility.

5. Summer Training Committee: Organizes and monitors summer training
programs for students, ensuring they gain practical experience and industry

exposure.
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6. Graduation Projects Committee Supports studds in planning and executing
their finalyear projects, ensuring academic rigor and practical relevance.

7. Teaching Assistants and Lecturers Committee Oversees the recruitment,
development, and performance of teaching assistants and lecturers, ensuring
alignment with program goals.

8. Community Service Coordinator. Coordinates initiatives that contribute to
community devel opment and engagement ,
responsibility.

9. E-Content Coordinator: Manages the development and maintenance ofatligit
learning resources, ensuring accessibility and qualityocoinéent for students.

10. Academic Advising Coordinator. Supports students by providing guidance on
academic planning, course selection, and career pathways.

11.Student Affairs Coordinator: Addressesstudentrelated matters, including
welfare, extracurricular activities, and administrative support.

12.Time Tables Coordinator: Manages course schedules and timetables, ensuring
efficient use of resources and minimizing conflicts.

13.Labs and Technical Support ordinator: Oversees the maintenance and
development of laboratories and technical resources to support learning and
research.

14.Seminars and Scientific Conferences Coordinator Organizes seminars,
workshops, and scientific conferences to enhance knowleggeamge and
professional development.

All the supporting committees follow the same Quality Cycle, as illustrated in the provided
diagram (Figure 10). This cycle adopts a FlmnCheckAct (PDCA) framework to ensure

systematic evaluation and continuous ioy@ment.
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FIGURE 10: THE SUPPORTINGCOMMI TTEE®6S QUALE TY CY

Below is a description of each phase of the cycle:
1. Plan: Create the Committee Executive Plan

o The process begins with creating an executive plan that outlines the
objectives, tasks, and responsibilities of the committee. This plan serves as

the foundation for implementing actions to achieve quality goals.
2. Do: Execute Tasks According to Plan

o In this phase, the tasks outlined in the executive plan are carried out. The
committee focuses on ensuring the effective implementation of the planned

actions.

3. Do: Collect Data
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o Data is gathered during the execution phase to measure performance and
outcomes. This includes monitoring results and tracking progress to provide

a basis foevaluation.
4. Check: Perform Calculations or Use the Performance Calculator

o The collected data is analyzed to calculate performance metrics or evaluate

results using predefined tools or criteria, such as performance calculators.

5. Check: Analyze Results, Identy Strengths, Areas for Improvement, and

Suggest Recommendations

o The analysis phase involves reviewing the results to identify strengths,
pinpoint areas requiring improvement, and propose actionable

recommendations to enhance quality.
6. Act: Discuss and Impove Development Plan

o The committee discusses the findings and recommendations, refining the
development plan based on the analysis. This ensures that improvements

are incorporated effectively.
7. Act: Include Improvement Actions in the Next Plan

o Finally, improvement actions are integrated into the next iteration of the
commi tteebs pl an, ensuring the <cycle

guality enhancement.

7. THE MASTER OF CYBER SECURITY PROGRAM UPDATE

PROCEDURES AND PERIODIC REVIEW CYCLES

7.1.PROGRAM UPDATE PROCEDURES

36




slaicl
NCAAA Engineering (
Accreditation I)(l\\llll / /
ABET Commission III\( ISII'IJ /« MA

C\Ieg of Computer \u_mm | & 5

Before delving into the update process applied in @yber securityprogram, it is
important to note that the process rigorously adheres to the deanship flowchart outlined in
the university'sStudy Plan Establishment Gujdes depicted ifrigure 1.

Qassim University grants sufficient permissions to college councils, departments, and
program administrations to implement changes in study plans, provided these changes do
not alter the Program Learning Outcomes (PLOSs) or affect the overadiudum structure.

For instance:

1 Course Specification Modifications:Adjustments to course specifications can be
proposed and approved at the department level by department councils and study
plan committees within the program.

1 Program Specification Modifications: Changes to program specifications that do
not affect PLOs or involve the addition or removal of courses can be made and
approved by college councils and college study plan committees.

1 Major Program Modifications: Any changes to program specificats that
involve reformulating PLOs, adding or removing multiple courses, or other
significant curriculum alterations must receive approval from the Standing

Committee of Study Plans and, ultimately, the Qassim University Council.

The following graph (Figre 11) illustrates the acceptable levels of study plan changes, the

approval hierarchy, and the associated terms of reference.
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FIGURE 11: THE DDQ FLOWCHART IN SUPPORTING ACADEM IC PROGRAMS QUOTED FROM THE
QU STUDY PLAN ESTABLISH MENT GUIDE

At the department level, the Study Plan Committee works in coordination with the
Academic Program Committee and the Program Advisory Committee to ensure a
structured and comprehsive approach to curriculum development. This coordination
enhances the effectiveness of academic planning, decma&mg, and continuous

improvement by integrating internal quality assurance efforts with external industry and
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stakeholder feedback Fgure 12, we present the flowchart adopted byKM®C program
to manage updates. This flowchart illustrates all interactions and recommended review

processes, ensuring a systematic and collaborative approach to implementing changes.

B Program level
L coliege level
L University level

Collect all docs and

@—- data related to item

to update

Review Documents

The annual/
Comprehensive reports

Doesn't Affect @ No * Yes
PLOs/ Curriculum I — Exist 7// l
i Prepare the updated
Affect PLOs/ ::::::> Minor Check — pro.pusa! :arnend the
Curriculum o "““gfs/ identified gap.
. Major
Submit to the DDQ No
Discuss the proposed
Discuss with o Dlsc:s: thﬁ;r;ro;ed update with Advisory
. . Advisory Council Lol . iy Committee
Discuss and Review Plan Committee
the proposal with the 1
Standing Committee
f Study pl.
of Study plan ARy MECeetary Apply necessary A|:|;:ulv.rl.el:e.ssar\jI
l, Modifications Modifications Modifications
Yes, with

T—

YYR™| Discuss the proposal
[LELFEY  in the Dept Council
Meeting
o
[es Accept? @
1/
\I/

Discuss in the
University Council

; i Yes
Send Approval
<\mmm?/ to the College
~ :’ No

FIGURE 12: MCS PROGRAM UPDATE PROCESS FLOWCHART

changes l

Submit to the College
Vise dean of Educ
Affairs

Discuss in the College
Council
Aml Review and submit

to the Quality
Assurance Unit

~_

Yes

7.2.PROGRAM PERIODIC REVI EW CYCLES

The university outlines two periodic review cycles in the QU QMS Guicié ], each with
a defined timelin@ one conducted annually and the other every five years. These
structured review cycles ensure a systematic and comprehensive evaluation of the program,

facilitating continuous quality édrancement and alignment with academic and industry

standards.
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v
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4 |

Feedback

*When describing the course, the outputs that the course will achieve should be specified.
**When describing the program, the learning objectives of the program and the program
outcomes should be defined.

FIGURE 13: PROGRAM REVIEW CYC LES QUTOED FROM QU QM S GUIDE

Table 1 outlines the frequency of each review cycle, wiitigure 13 illustrates the
relationship and interdependence between these cytddde 2 provides a detailed

breakdown of the elements reviewed in the annual, and comprehensive evalaaen
The review cycles follow a hierarchical approach:

1 Annual Review Cycle: Focuses on specific, higriority elements that require

frequent assessment.

T Comprehensive Review Cycle (FiwYear Cycle): Includes all elements from the
annual cycles, along#® broader aspects of the program to ensure a holistic

evaluation.

In essence, all items reviewed in the annual review cycle are ingludeddcomprehensive
review cycle as illustrated ifigure 13. This layered approach ensures thorough and

continuous pogram improvement.

TABLE 1: MCS PROGRAM PERIODIC REVIEW CYCLE

Program review cycle Triggered Based on
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Annual Cycle Every year Program development plan
Comprehensive Cycle Five years SSR Report

TABLE 2: THE ITEMS REVIEWED

IN THE ANNUAL AND COMPREHENSIVE PROGRAM

EVALUATION CYCLES

The MCS program annual review Cycle

The MCS program Comprehensive review
cycle

Program educational needs

The Program Mission

Program enrolment capacity

The Program Gals

Program disclosed information

The Program Graduate Attributes

Formation of quality committees

ReviewAlignementsmatrices :
1. Missionalignemenimatrices
2. Goalsalignementmatrices

3. GAalignemenimatrix

Program operational plan

Interral and external benchmarks

Program Key Performance Indicators (KPIs)

MCS program consistency with NQF

MCS Saudi Framework for Higher Education
Cybersecurity

MCS program consistency with ETEC specializ
standards

MCS program consistency with inteational

academic standards.

Consistency with NCAAA forms

1- Course content

2- Course practical tools

3- Course references

4- Course teaching and learning strategies

The Study Plan:

1- Program total credit hours

2- The levels of courses

3- Career opportunities.

4- Course credit hours and contact hours.
5- Exit points.

6- Elective courses

7- Courses preequisites
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5- Course assessment methods
6- Course assessment calendar

7- Course disclosed information

The Course Learning Outcomes (C4)O The Program Learning Outcomes (PLOS)
Review Alignments matrices: Review Alignments matrices:
- CLO/PLO Matrix 1. PG/PLO Alignment

2. PLO/GA Alignment

3. Program/Courses Matrix

The CLOs Performance Indicator Rubrics The PLOs Performance Inditor Rubrics
Course study Plan PLOs Assessment Plan and targets
Course specifications Program specifications

Course matrix

Internship training sites Internship training policies and regulations

Alignment of professional certificates Partnersips

Competencies and Professional skills for the ne
five years

Activated services and systems provided to
MCSprogramds stockhol d

The faculty member and employee annual | Tasks and authorities of faculty membe
charters employees and teofcal staff.

Learning resources and facilities New Laboratories

7.3. PROGRAM UPDATE PoLICY AND PROCEDURE

In this section, a comprehensive guide is provided for updating courses and programs. The
overarching process has been previously outlined inddectl. Here, we will delve into
the details of both major and minor updates at the course and program levels. Figure 15

illustrates the structured relationship between these updates, ranging from minor course
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modifications to the approval of an entirelgw program. This structured approach ensures

that all updates align with institutional policies, accreditation requirements, and evolving
academic and industry standards.

Approval of a new Program

y Major update of the

program

Major update of
courses

(¢

Minor update of
\ courses

FIGURE 15: MAJOR AND MINOR UPDATES AT TH E COURSE AND PROGRAM LEVELS

7.3.1.MINOR UPDATE OF COURSES

A minor update may be initiated following an annual program review or upon request from
a course coordinator based on identified areas for improvement. Table 3 outlines the
specific items classified as minor updates, along with the regpemntities, approval
process, timetie, and required documentation.

43




slaicl
NCAAA Engineering (I) | S L
Accreditation [ Jassim, /WM o
Commission Jn l\’(‘,l‘SlI'IJ :/Z‘fa's'j\m 7

College of Computer | w—wl s Jld 4 15

O

ABET
|~ . N

TABLE 3: MINOR COURSEUPDATE ITEMS AND APP ROVAL PROCESS

Iltems Responsible Required document Approval process Timeline
Less than 20%
of the course 1. Study plan

Committee
content :
Course practical 2 AdV|so_r y Board 3 weeks
tools - Benchmarking comparisor Committee.
Course - Course report with, CLOs | 3. Department
references assessment results and Council
. improvemenplan.
Course tgachlng - Student Course evaluatior 1. PLOs
and learning Cours survey measuremerdand
strategies coordinator | _ New course specification evalua}:![on
Course using the latest NCAAA commitiee
assessment format 2. Academic
methods - Course coordination ggﬁrﬁ?i?:ee 4 weeks
meeting minute .
Course g 3. Advisory Board
assessment Committee.
calendar 4. Department
Council

7.3.2.M AJOR UPDATE OF COURSES

A major update to a course requires comprehensive modifications to its course
specifications to ensure alignment with academic standards, inédastapcements, and

institutional goals. Table 4 provides a detailed classification of items considered as major
updates, along with the responsible entities, approval process, timeline, and required

documentation necessary for implementation.

TABLE 4: MAJOR COURSEUPDATE ITEMS AND AP PROVAL PROCESS

Iltems Responsible Required document Approval process Timeline
- Benchmarking = plan
X Committee
comparison 2 Advisor
- Course report | - Alignment with ’ Board Y
More than with, CLOs ETEC specialized Committee
assessment result standards SKU ’
20% of the Course : S 3. Department
. and improvement | topics (if : 6 weeks
course coordinator . . Councll
content plan. applicablewith 4. Study plan
- Student Course | the latest ’ comr¥1iE[)tee
evaluation survey| NCAAA format.
(College level)
- New course .
e 5. Advisory
specification Council
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Modify the
contact
hours

Study plan
Committee

Modify the
CLOs

CLOs-
PLOs
Mapping
Matrix

Course
coordinator

using the latest
NCAAA format
- Course
coordination
meeting minute

College
Council

- Committee
meeting minute

Advisory
Board
Committee.
Department
Council
Study plan
committee
(College level)
Advisory
Council
College
Council

- Alignment with
ETEC specialized
standardsSKU
outcomes (if
applicable) with
the latest
NCAAA format.

PLOs
measurement
and evaluation
commitiee
Academic
program
committee
Advisory
Board
Committee.
Department
Council
Quality
Assurance Unit
(College level)
Advisory
Council
College
Council

7.3.3.MINOR UPDATE OF THE PROGRAM

The minor update of the program is regdiafter an annual/comprehensive review cycle.
Table 5 describes the items considered as minor updates, along with the responsible
entities, required documentation necessary for implementation, approval process, and

timeline.
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TABLE 5: MINOR PROGRAM UPDA TE ITEMS AND APPROVA L PROCESS

Approval

ltems Responsible Required document Timeline
process
Update courses levels 1. Advisory
Update courses Board
requirements e Committee.
L 2. Department
specification .
Council
documents 3. Study plan
Study plan with the ’ !
; committee
committee latest (College
Add elective courses NCAAA level
format eve.)
4. Advisory
- Councll
Benchmarking 5. College
comparison Council
- Annual Alignment
. Program of PLOS
Career opportunities report with the| with JOBs
improvement | outcomes
development | MCS
plan program
MCS Witho_ut - Stakehol@rs cc_msistency
program upda_ltlng surveys and | with NQF
consistency arselt SR document 1. Advisory 8 weeks
with NQF hours or - Up_dated following : Board
PLOs curriculum the latest Committee
- Updated NCAAA 5 Departmant.
Program format. ' Council
specification | MCS 3. Qualit
Academic | document program ' A y
; ) ssurance
MCS Progr_am with the latest consistency Unit
Committee | NCAAA with ETEC Coll
program format specialized (College
consstency _ Committee | standards level)
with ETEC g 4. Advisory
- meeting document .
specialized - following Councll
standards Without the latest Colleg_e
updating NCAAA Council
PLOs format
MCS MCS
program program
consistency alignment
with matix with
international international
academic academic
standards. standards
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7.3.4.MAJOR UPDATE OF THE PROGRAM

A major program update is primarily initiated following a comprehensive review or as a
required improvement action based on findings from an annual review. This type of update
involves significant modifications to the program specifications and/or curriculum to
enhance alignment with academic standards, industry demands, and institutional

objectives. Table 6 outlines the key items that constitute a major program update, along

with their implications for the program structure and learning outcomes.

TABLE 6: MAJOR PROGRAM UPDA TE ITEMS AND APPROVA L PROCESS

ltems Responsible Required document Approval process Timeline
1. Advisory Board
Committee.
Mission % ggﬁﬁg:nent
- University alignment 1 5 = 5 i Assurance
and college | matrix with ‘ Unit (College

The Program strategic plan | the level)

Mission -DDQ forms | University, 4. Advisory Council
- Bench colegs, eng) College Council
marking Department | DDQ review
comparison | missions. 6 DDO- standing
- Selfstudy committee
report with the 7. QU council

Academic Idn;?/:e(l)(\)/emgm Goals
Program P alignment
. plan o
Committee matrix with
- Stakeholders One year
The Program survevs and the
Goals evalugtion University,
- Undated College, and
P Department
Program
. goals
specification Graduate
eielePlaIIc attributes
with the latest alianment

The Program NCAAA mz?trix with

Graduate format the

Attributes - Commlttee University,
meeting graduate
minute attributes.

Proaram Ke Surveys and -New Key | 1. Academic

Per?ormancg KPls Performance Program

committee Indicator Committee
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Indicators assessment Advisory Board
(KPIs) plan Committee.
Department
Council
Quality Assurance
Unit (College
level)
Advisory Council
College Council
DDQ review
DDQ- standing
committee
- Courses
specification
documents
with the
latest
NCAAA
format.
MCS
program
consistency Academic
Program total with NQF Program
credit hours: document Committee
1. Adding following Advisory Board
new course Study plan thelatest Committee.
2. Updating committee NCAAA Department
the courses format. Council
credit hours -MCS Study plan
program committee
consistency (College level)
with ETEC Quality Assurance
specialized Unit (College
standards level)
document Advisory Council
following College Council
the latest DDQ review
NCAAA DDQ- standing
format committees
College council.
-PLO
PLOS aIign_mer_lt
matrix with
assessment an . X
PLO q measurement gfgersny
s Update committee + s
- PLOs
Study plan i
committee alignment
matrix with
GA.
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- All
Courses
specification
documents
with the
latest
NCAAA
format.
MCS
program
consistency
with NQF
document
following
the latest
NCAAA
format.
-MCS
program
consistency
with ETEC
specialized
standards
document
following
the latest
NCAAA
format

- updaed
PLO
assessment
plan

7.3.1.NEW PROGRAM APPROVAL

The process for creating a new academic program or revising an existing curriculum is
comprehensively outlined in the DDQ Quality Management System (QMS). This
framework ensures that the developmerdcpss aligns with institutional objectives,
accreditation requirements, and industry demands. The strategic planning, benchmarking
studies, and approval procedures are clearly defined within the QMS to maintain academic
excellence and relevance. Each stiepm initial proposal to final approval, follows a

structured approach to guarantee that the program meets both national and international
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educational standards. For further details, refeliri@][ Table 7 describes the process for

approval a new program/study plan:

TABLE 7: ESTABLISHING OR DE VELOPING A PROGRAM P ROCESS

Approval

Documents Responsible Timeline
rocess
Academic
Program
Committee
Advisory
Bench el ]
; Committee.
marking
) Department
comparison i
o - Self-study cau
Establishing . Quality
report with
or Assurance
: the Study plan ;
Developing | . ; Unit 4 months
improvement | committee
a Program (College
development
[form] plan level)
- Stakeholders AdV|so_ry
Councll
surveys and
i College
evaluation )
Councll
DDQ review
DDQ-
standing
committee
-PLO Academic
alignment
L Program
matrix with .
. . Committee
University .
Advisory
PLOs Board
-PLOs .
. Committee.
Program alignment Department
L matrix with GA. .
specification Council
X - All Courses .
with the - All courses o Quality
S specification 6 months
latest specification documents with Assurance
NCAAA Unit
format the latest (College
NCAAA
level)
format. Advisor
MCS program ry
; Councll
consistency College
with NQF 9
Council
document DDQ review
following the
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latest NCAAA | 7. DDQ-
format. standing

- MCS program committee
consistency 8. QU council
with ETEC
specialized
standards
document
following the
latest NCAAA
format

8. PROGRAM LEARNING OUTCOMES ASSESSMENTPROCESS

TheProgram Learning Outcomes (PLOs) Assessment Procaasorporates a structured
approach to evaluate the extent to which students achieve the intended outcomes of the
MSC program. Central to this process is the use of-defiined rubrics that provide a
standadized framework for assessing performance across key knowledge, skills, and
values outcomes. These rubrics outline clear criteria and performance levels, ranging from
"Excellent" to "Needs Improvement,” ensuring consistency, transparency, and objectivity
in evaluation. By aligning with specific Course Learning Outcomes (CLOs) and leveraging

a variety of assessment methods, the rubrics serve as a critical tool for measuring and
monitoring the program's effectiveness, identifying areas for enhancementssarihty

continuous quality improvement
8.1.PLOSRUBRICS

8.1.1. KNOWLEDGE AND UNDERSTANDING (K1)

PLO-K1: Explain thecyber security theories and fundamentals of software development to describe

computingbased solutions

Criteria Excellent (4) Good (3) Satisfactory (2) Needs

Improvement (1)
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Understanding of | Demonstrates Demonstrates Demonstrates Demonstrates little
Theories comprehensive good basic or no
understanding o understanding ol undersanding understanding
theories with clear theories with| with  noticeable| with major
and accurate minor gaps. gaps. misconceptions.
explanations.
Understanding of | Understands Understands Understands Struggles to
Software software fundamentals fundamentals with Understands
Development development adequately  with limited fundamentals ol
Fundamentals fundamentals minor errors or| effectiveness, provides incorrecl
effectively and| limitations. showing gaps in solutions.
appropriately to execution.
solve problems.
Ability to | Provides clear| Provides clear an( Provides Struggles to
Describe precise, and well| structured descriptions of| describe
Computing- structured descriptions of computingbased | computingbased
Based Solutions | descriptions of computingbased | solutions, but| solutions, with
computingbased | solutions, with| lacks clarity,| unclear or
solutions, minor gaps in precision, or| incomplete
supported by theory support. sufficient theory, explanations.
relevant theories. support.

PLO-K 2: Identify software development principles and research methodologies to design, evaluate, and

improveCybersecuritysolutions, integrating contemporary advancetesend security considerations

Criteria

Developng new

knowledge

Excellent (4)

Demonstrates
exceptional

originality,

Good (3)

Shows good
creativity and
innovation  with

Satisfactory (2)

Demonstrates
moderate
originality,  with

Needs

Improvement (1)

Lacks originality
or innovation, with

minimal or no new
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creativity, and| some original| limited innovative contributions to
innovation in| contributions  to ideas or| the field of Cyber
developing new knowledge or, contributions  to| Security
knowledge or, problemsolving knowledge or
solving poblems| in Cyber Security | problemsolving.
in the field of
Cyber Security
Contributing to | Research has | Research i Research Research lacks
the field of Cyber | significant impact| relevant and relevance is relevance or
Security. on the field,| contributes to the minimal, with | practical
addressing field but has a limited contributions  to
pressing issues @ limited or | contributions  or| the field, with no
advancing moderate impact. | applicability to the| clear impact.
computer scienge field of Cyber
Information Security.

technology and

Cyber

knowledge

Security

substantially.

8.1.2.SKILLS (S1-S4)

PLO-S1 Communicate effectively in a variety pfofessional contexts

Criteria

Excellent (4)

Good (3)

Satisfactory (2)

Needs

Improvement (1)

Clarity and Ideas are ldeas are ldeas are Communication is

Organization communicated communicated communicated unclear and
clearly and| clearly with good| with limited | disorganized in
logically with | structure, with| clarity and
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excellent structure minor lapses in inconsistent both oral and
in both oral and organization. organization. written forms.
written forms.
Use of | Consistently anc Uses termology | Occasionally usey Rarely uses
Professional accurately  uset correctly with | professional appropriate
Terminology appropriate minor errors in| terminology terminology, with
professional oral or written| inaccurately  or frequent
terminology in| communication. | inconsistently. inaccuracies.
oral and written
communication.
Demonstration Demonstrates Demonstrates Demonstrates Fails to eféctively
and Explanation | corcepts concepts concepts with demonstrate ol
effectively adequately  with limited explain concepts
through orall minor gaps in| effectiveness, in oral or written
presentations ani depth or precision| lacking clarity or| formats.
written depth.
explanations with
depth and
precision.
Engagement and| Delivers Delivers Delivers Struggles to
Presentation presentations presentations presentations with deliver
confidently, adequately, with limited confidence| presentations
engaging the occasionh lapses| or audience confidently,
audience with| in engagement o engagement. failing to engage
clear articulation confidence. the audience.
and professiona
demeanor.
Adaptability to | Adapts Adapts Shows limited| Fails to adapl
Context communication communication adaptability in| communication

style seamlessly t«

style adequately tc

communication

style to

54




slaicl

NCAAA

|~ . N

O

ABET

Engineering ( .
Accreditation I)E'ISSIIII
Commission [

ks

,,-nw(:rs“'g P e e

College of Computer | w—wl s Jld__ 15

suit various
professional
contexts and

audiences.

most contexts an

audiences.

style to different

contexts.

professional
contexts or

audiences.

PLO-S2: Analyze

technologydisciplinesto identify solutions

Criteria

complex problems

Excellent (4)

and apply principles of cyber security and other information

Good (3)

Satisfactory (2)

Needs

Improvement (1)

Accurately - ) » Struggles to
) » Identifies the main Identifies  some i
identifies and identify the
; aspects of the aspects of the
Problem articulates all key ) problem
- problem with| problem but
Identification aspects of the ) _| accurately,
) ~ | minor gaps or misses key detail! »
problem, including ; » missing  critical
- oversights. or complexities.
implicit elements. elements.
Breaks the problen
] Breaks the Breaks the| Struggles to
into  manageable ] ,
) problem into| problem into| decompose  th¢
) components with &
Analysis and | components components problem
N clear and logical ) o ) .
Decomposition h adequéely, with | superficially, with| effectively or
approach,
-pp. ) minor gaps in| limited logical | provide a logical
highlighting ) )
) _ clarity or logic. structure. approach.
interdependencies
Skillfully — applies Applies principles o |
inci : . . . alls 1o apply
Pl & Applies principles| with  noticeable] |
i rinciples
Application of computing e effectively, with | gaps or P ptl A
i accurately, leading
Principles GI0S security occasional errors inaccuracies, . ) -y |
iscipli 0o minimal or
HERRLE 0 or limited insights.| generating basi( A
incorrect insights.
analyze the el 9
problem and
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generate effective

insights.
Proposes
] ) | Struggles to
innovative, Proposes adequaj Proposes  basi
: . . . .., | propose
] effective, and well | solutions  with | solutions,  with )
Innovation and . . o o ) appropriate or
o reasoned solution minor limitations| limited innovation| i
Creativity ) ) . innovative
tailored to the| in creativity or| or relevance to the )
solutions for the
problem's contex relevance. problem.
) problem.
and constraints.
Provides thorougt
and canpelling ) ) o Fails to justify
o Provides adequat Provides limited )
justifications  for| S solutions
- justifications, with| justifications for i )
Justification  of | the proposec ) ; | effectively, with
) ) minor gaps in solutions, lacking
Solutions solutions, ; . little to no
reasoning or depth or sufficient )
supported by soun( ) supporting
: evidence. evidence. :
reasoning anc reasoning.
evidence.

PLO-S3: Design,
set of computing

Crit eria

Research Design

implement and evaluate a computiaged solution to meet a specific
requirements in the context db&ysecurity major

Excellent (4)

Demonstrates al
exceptional ability
to devise anc
design innovative,
well-structured,
and
methodologically

sound researcl

Good (3)

Designs effectie
and structureg
research processe
with some
innovation and
adherence tc
methodology,

though minor

Satisfactory (2)

Designs researc

processes that ar

acceptable bu
lack structure,
depth, or
creativity.

Needs

Improvement (1)

Research design i
poorly
constructed, leks
innovation, or fails
to align with
methodological

standards.
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processes improvements are
addressing key needed.
problems.
Executes the Implements_, _ Research
research process research with Implementation | . .
. : . : implementation
with outstanding| good preci®n is adequate but | .
. T is incomplete,
Implementation precision and and rellat_nllty, demonstrates_ inconsistent. or
attention to though with notable gaps in L
of Research . - . . lacks reliabiliy,
detail, achieving| minor precision, .
) ) . . S undermining the
reliable and inconsistencies | reliability, or .
) o credibility of
reproducible or areas for reproducibility.
. results.
results. refinement.
Evaluation of | Provides a Evaluates results Evaluation is| Fails to effectively
Results thorough and effectively with | adequate but lack| evaluate results

critical evaluation
of research results
demonstrating
deep insight anc
understanding o
their implications

in Cyber security

meaningful
insights, though
with some room
for deeper analysi
or understanding

of implications.

depth or critical
analysis, with
limited

understanding o
the implications of

results.

providing little to

no insight or
understanding o

their implications.

PLO-$4: Possesses the skills to effectively use modern technical and digital applications
and information technology to form knowledge and innovative digital solutions to meet
different needs in the field of Cyber security

Criteria

Technical

Proficiency

Excellent (4)

Demonstrates
advanced
proficiency in
modern tools anc

technologies,

Good (3)

Demonstrates

good proficiency,
with minor gaps in
tool

usage (0]

Satisfactory (2)

Demonstrates
basic proiciency,

with frequent

Needs

Improv ement (1)

Struggles to use
modern tools or
technologies

effectively.

57




slaicl

NCAAA

|~ . N

O

ABET

Engineering ( .
Accreditation I)E'ISSIIII
Commission [

ks

,,-mvcrsil'g P e e

College of Computer | w—wl s Jld__ 15

using them

effectively to solve

technology

understanding.

errors or limited

scope of usage.

problems.
Develops highly )
) _ | Develops  basic
creative and Develops creative ] | Struggles to
. ) i . | solutions, with
Innovation in | effective  digital| and effectie | . | develop relevani
) i ) | limited creativity .
Solutions solutions that solutions, with or creative
] ) o or relevance tc )
address  divers¢ minor limitations. solutions.
needs.
needs.
Quickly adapts ta
i P Adapts to new o )
and incorporates Shows limited| Fails to adapt to o
) . tools and| - )
Adaptation to | emerging tools anc ) | ability to adapt to utilize emerging
; i | technologies with
Emerging Tools | technologes in ; new tools or tools and
: occasional ; _
solution o technologies. technologies.
difficulty.

development.

8.1.3.VALUES, AUTONOMY , AND RESPONSIBILITY (V1-V2)

PLO-V1: Work effectively as astlam member or leader involved in activities appropriate

to the Cyber Security major.

Criteria

Team

Collaboration

Excellent (4)

Consistently
collaborates
effectively,
contributing
meaningfully to

team goals.

Good (3)

Collaborates
effectively  with

minor lapses in

contributions  or

communication.

Satisfactory (2)

Collaborates with
limited

effectiveness o
consistency in

contributions.

Needs

Improvement (1)

Struggles to
collaborate
effectively, with
minimal

contributions.
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Leadership Skills | Demonstrates Demonstrates Demonstrates Fails to
strong leadership adequate basic leadership demonstrate
guiding the team leadership,  with contributing leadership,
to achieve goals occasional gaps if minimally to team| negatively
while  resolving| guiding the team. | guidance. affecting team
conflicts. outcomes.

Respect and| Promotes a Shows respect an| Occasionally Rarely

Inclusivity respectful and inclusivity, with | shows respect by demonstrates
inclusive minor lapses in struggles with| respect or
environment, recgnizing others! inclusivity or | inclusivity,
valuing  diverse| perspectives. diverse negatively
perspectives. perspectives. affecting team

dynamics.

PLO-V2: Recognize professional responsibilities and make informed judgments in

computing practice basauh legal and ethical principles

Criteria

Understanding of
Ethics

Excellent (4)

Demonstrates ¢
deep

understanding o
legal and ethica

principles,

Good (3)

Demonstrates F
good
understanding,

with minor lapses

Satisfactory (2)

Demonstrates
basic
understanding,

with  occasional

Needs

Improvement (1)

Shows little to no
understanding o

legal and ethical

consistently ) - inconsistencies ir principles.
) in application. o
appling them to application.
practice.
f Consistently ) Makes decisiong Fails to make

Informed _ Makes ethical o _

makes informed o | with limited | informed or
Judgment | decisions  with _ _ _ o

and ethical consideration of ethical decisins,
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decisions, minor limitations| ethical often disregarding
considering alll in judgment. implications. key factors.

relevant factors.

Takes full
accountability for o
i Takes Takes limited| Rarely takes
actions and » : -
o accountability accountalbiity, accountability,
. decisions, : ; i -
Accountability ) with minor lapses with frequent| often shifting
demonstrating i ) ) o
; ) ; in acknowledging deflections or| blame or avoiding
integrity in all - o -
responsibility. justifications. responsibility.

professional

practices.

8.2.PLOS ASSESSMENT PLAN

ThePLOs Assessment Plafor theMaster of Cyber Securigrogram is deMeped using

the standardized template provided by the Deanship of Development and Quality. This plan
employs both direct and indirect methods to ensure comprehensive evaluation. The direct
assessment is conducted through core courses M@&masterprogam, starting from

the firstsemesteof the progranf{Level 1) and research thegoject (Level 3 and 4)The

indirect assessment utilizes selected items from EmployerB@st&Graduates surveys to
provide additional insights into program effectiven@$ge PLOs are assessed on an annual
basis, with thePLO Assessment Committedhat responsibleto guide instructorgor
assessing all the master courses in each semé&kisrcommittee collects and evaluates
data, implements developments from the prevayaete, and assigns targets and attainment
levels for both CLOs and PLOs. These targets are determined based on historical CLO and
PLO assessment results, benchmarking with peer programs, and best practices adopted by
national and international programs. ighiterative process ensures continuous
improvement and alignment with academic and industry stand@ids. process is

described in th€LOs assessment plan
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8.3.PLOS ASSESSMENT MECHANISM

FIGURE 14: THE FLOWC HART OF THE PLOS ASSESSMENT MECHANISM
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